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UNIFY PHYSICAL AND CLOUD SECURITY

Virtual private cloud offerings, like those from Amazon Web Services, give customers great flexibility not only for computing, but 

also to deploy new network infrastructure quickly. But the nature and speed of these deployments often leave customers wondering 

about who has access to the hosts and data as it moves into the cloud.

RedSeal’s cybersecurity analytics platform supports Amazon’s popular virtual private cloud (Amazon VPC). This gives RedSeal 

customers the visibility and control they need to move data securely into the Cloud. Customers can analyze the network topology, 

access control, and general configuration of their networks in Amazon VPC. They are able to optimize AWS’s security groups and 

access controls, as well as assess and reduce risk to systems deployed in the Amazon Cloud. 

MAP, TEST AND MEASURE UNIFIED ARCHITECTURE

With Amazon AWS Config and RedSeal your physical and your cloud security architecture become a unified security architecture 

capable of being mapped, tested and measured. The newly-released AWS Config enables customers to track and store the history of 

Amazon VPC configurations and configuration changes in Amazon Simple Storage Service (Amazon S3). With AWS Config, RedSeal 

customers get even more information so they can strengthen the defenses on their AWS-based networks. Customers can:

Analyze risk in near real time.  AWS Config can proactively notify RedSeal about changes to the Amazon VPC deployment and 
automatically initiate data import and analysis of a changed setup. This allows customers to analyze risk in near real time as 
changes are made to their Amazon VPC.

Validate policy compliance instantly.  The integration between AWS Config and RedSeal enables customers to define access 
policies and guidelines and validate any Amazon VPC changes against them-- to ensure secure access and limit exposure.

Verify conformance with industry best practices.  AWS Config allows RedSeal to run its best practice checks on configurations and 
configuration changes, so customers can quickly verify if changes conform to recommended best practices.

Validate their full Amazon VPC configuration.  The combination of AWS Config and RedSeal helps customers verify and validate all 
configuration aspects of their VPC setup and its changes over time.
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ABOUT REDSEAL (redseal.co) 
RedSeal provides a cybersecurity analytics platform to Global 2000 organizations that certifies their evolving networks are secure and accelerates compliance 
initiatives. RedSeal’s advanced analytics engine creates functioning network models, tests networks to identify security risks, prioritizes needed actions, and 
provides critical information to quickly remediate issues.  The result:  reduced cybersecurity risk and lower incident response and maintenance costs.  With 
operations in North America, Europe, and Asia, RedSeal customers include leaders in finance, retail, technology, utilities, service providers, and government, 
all served by RedSeal’s channel partner network. 
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